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Abstract: To satisfy the above requirements that due to the dynamic characteristics (e.g., the dynamic variability of
threats, and the dynamic changes of protection technology) of space-ground integration information network (SGIIN), the
existing security technologies were no longer applicable. Firstly, a security-empowering architecture for SGIIN was de-
signed and formalized, which integrated capability orchestration unit of security service, analysis unit of security situation
and the response unit of security threat measure. Then, a double judgment method for the effectiveness of threat measure
was proposed. Finally the method is theoretically proved to be credible by using belief mini-entropy.
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) e o VAR Ak i P2 W 2 K

2) AR5 R HE IO 2 A AR B
TG~ A PG AL BRI U A N R AT 4
Fov P AL E S RANAL B WA S5 AT X HE
A AR S 18 AN B8 b 23 A7 00 ) 5 0 1 Hp SR
gt AESERR AP AR DI AL 12 oA, I
b, OBCEAE 1A B e T A E

2 HXIME

AT AL B HRE 2 A AR 2 A il
556 1 9 HE o AT L SIS IIR o
2.1 B EIRIE

JE B AL T TR, R R i BRI e 1 4 25
SN B SRS A N 31 4 R R
B, St T NS AT I T () AT A R
Jiik, ORI SRR G H NIRRT N,
BT RAT A ) e v SOR I % S AR AR, SR
Fith 22 2SN 2%, AEIBAT IS AR A ()% AT A AT
FE I o SCHR[OER XoF ) 28t et o ot LA ERf A LI 1)
), TR T B L I 4 R IR R A
9, WA IR AR R P AN S R e 1 AH
KB R HEHEAT ST AR EE, B 9B T 5 T
TS HE IR AL A I RS . SCHR[T1ET XTI
(RS S AL 6 S s EL A8 A v e ik 95 5
HERMRME, 11T SRS ASIERE S E
HEZE,  HESLI b 06) e 45 [R] A OC R EAT (AL, JiE
RS BEERUR SAY, R 2 H R
(TSI T X U A AR B o A L Ak
FOR BRI AT 5 JR Ge 10 A S B A gy, I
i X S B Mg, HILR AR R R A
AT, fEAE— s IR fa Tk, X T RSN %
PR A T IR 2 P ARAELE R R, A A A
AR, FE) 2T
22 REBBEM

274 AR BN E KA ) 28 1 55 P ot g% 5 |
JEL N 28 A5 AR PR AR AN ) 2 A B AT AR B
BoR, AR K e R S e P T, E i AT
P S AT AU, SCHRI61ET XK 2 BT 1 R G XU

R SR N 9 Vi E N 4 €17 1 AP
X EEAE A7 AEAME LASRAS BN T i) L, BRIk
e TR ERMAESL (LiSRA, lightweight security
risk assessment) K S HFHV/NR Y AR . 1%
HEZRHWOH P O 2 28R sl a0 aE B, I
BN, VAL 25 11 22 4 AR, [ I 3 o g
B3 37 A7 BN 4 Sl AR AT AL, ST X 194 2% 1)
IR FHASFAVT Ak ) [ I e B AL A B 4P i o )
BE T RS R -1 43 BT 1R 7 25 48 55 B g st o R AR AT
(i) B, SBR[ 2K DL 20 5 1N XUSS: 3 A f o5
JivE, 4530 T B R XBS PG AR RIVER L . SOk
(133 kX AV R G b (0 &R 48 H S 34T SR #T
e tH AT SR AR R BRI, X 48 A AT AL B AL B
B 22 f AR . WS EBER ] T R R ARG ML I
&, SRR I I VRN FAE AT ST 4 R ik,
9D T 0 H &S 2O
2.3 REREZEENHHEE

FAS IR 245 1) 22 42 BT 9P BOR SEBL T 68 U I
B AHT. P ST, EREE ST
{5 LM 2% (SDN, software defined network) /4%
IhiEERIML (NFV, network function virtualization)
SR S5 5 DIREShAS AR 1) HE AL 190 23 ZE A4 1) H 3R
IR B BRI ST N T IX R A RN IR AN RE X
BB BT B E SN, B IR B AE LUK 5)
BAAM G R4 5 R IEEATHE S .
Ut T R 2 B, BE TR AREOR (1) 22 42 3))
AW RERA 32 tHIF45 20 Z ST

TR B R RAG R 2%, FL 48 22 B3 HoR
(IRFT F B IR T A B AR B AR e 4x5)
SIRAEHAR LIRSS Dy g A A% 0, ML R 25 48
FIRN I 5, R B 0T IE o) R T e 2 v S 22
LIRS HERISE T SDN/NFV (1% 42 IR 55 LI fie 55
P Bk, T S TSRS AR
LR ZIAEE T BIEAIRSS LTl E 5
P o SCHR[OVET XS IUAT 2 MR S5 A4 18 10 4t HEAE S K
ZHPEHE. WIRREMZE. AEMNERE, fEh
T =R (cRDM, cloud resource descrip-
tion model), IZMALRHLARASHLI %, STk
SARME R Mg LR A, BRR T gt R R A%
P, AT T A2 A B RS AR Z T AN R
ZBEUE, FEAE AN R B g HE T RBEAT R B SCHR[11]
BN B N2 RO SS e v S oKk, 1R T g
HHHESL GlobalFlow, TZHESCRIEE T HIA Bk T144%
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OpenFlow FHMAAAE I w4 JRPEAG . I 48 &y 1) i)
e T a A AEHESE AG (avant-guard), ZHESES]
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EX 1 2P X% (SPO, security protection
object) o LARPF LR EE SPO={spoy, spo,---,Spo,}
s RN S AR R S R gtk i,
spo; R i (1<sisn) A7 i 2R 1w
HRYE, WA #5005 R R AR
B

EX 2 Z4Pid HEr (SPG, security protection
goal) o LR HArEE SPG={spgi, spg,--,Spgm}
Je 7 Ry A RAPon BT R I o 434 2 1) 22 42 H
b, Horb, spe RoREE | (1<i<<m) N EPid Hbr.
AP HbR ] e iRk g te Lt s
PEV ATEETERIRT R 22 ORBE R CAn Bz
BATIE . B EMN R MBI Can bk
DDoS Hifi. FHibgtiz Buati. BHIERRS AR L) 4%

Ik o

EX 3 LT EM (SES, security execution
subject) o LAEPAT FHREIFIAIT L2 ERAER T 4K,
WAE 2R, 2R RS LR R
4, WP kBN DM LAePUT EMRES
SES={ses|, sesy,---,8€s,}; ZAEPIT K ses 1 LU
FLANANE] 3 E P IR F 4K a_ses (4 ID 2k 001 (1B
KB, WA LR MRS AR ¢ ses (A1 A
DI A R AT BT KD

EX 4 EARHRAK (SRC, security resource
constrain) o ‘%A GHIR L AUE TR T K St e 4% B
PP, AT z £on, RN ERR ]
FHRITHE BRI Al PR AR Sy ot U 5

EX 5 573K (SeR, service requirement) o
W6 55 5 3K T 43 N 45 22 4 IR 45 P SCHE L 55 &
Geifit iy e STERET K, RHEMEIRS TR I
RS T KA 557K A . w57 KEE SeR={ser,
sery, ---, seryl, MRS TR ser I Z YE ) &
<netReq, currentReq,--->#7x, H:H netReq M4
M55 K, AR AT v K . AR R K R
AT IEFT R AT I ZE 75 KN B S ) 9 75 3K 55 5
currentReq NI RS TR, HRIELMRSSH K EL
FITER )1 BESE o

EX 6 Lo E/mE (SAW, security
alarm/warning ) . %R/ T LE SAW={saw,,
sawy, ---, saw,} e di AJ T ) 4 2 A IR al P
MEA, Hrh, 2B/ E saw o] A 1] &
<securityEvent, occTime, riskDegree, ConfDe-
gree, >R, HAPEDH N ZeF KA,
G A A (1) IR R A 2 AR 2 T 1) A P 55
INTERE BT e i R AR ) . KR JE, 2
AR T ) EAR R

EX 7 @A ¥ (SC, security counter-
measure) o L4 RIGHILE SC={sc|, scs, -, sc,}
SEAR X 2 A AR O T B RS, o,
LA [ e se ] H 1a) EE<es, op, para>fiid, |a) &
R o A N AT AR T HAT R R AE
ZH, RORPAT A i 1 22 AT AR LLES
BAEZHPHATEAE, #RAE S para WG HRAEHAT
W AT ROF . AT . 24 RS T dE
BHTB KR ECE . B IT R . e R R R
KA,

EX 8 LZEMREHmHEE (OPSS, orchestra-
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tion plan of security service) o %A R5GnHETNE &
— PR ES, TR T4 € 24
gk SRz P bR, ik 2 A s
I, (EZEBHEART, B TR 24P 3
X G A A A H BR AR 45 58 I TR] P SR B 4 it
PASAETAAT IR, ARk

OPSS © SPOxSPGxSRCxSeRxSAWX[[SC

EX 9 Lt (SO, security orchestration) o
AR T LS IS . 2B
Gy LB HAR R A RIRA R, il Ak
ST, A S5 T P B B AR AR
285 3 I TR] P SRR it DA B R T AT I, ] FH

s0: SPOxSPGxSRCxSeRxSAW—[[SC

Hirh, so(spo,spg,sre,ser,saw)={sc|< spo, spg, src, ser,
saw, scet, sc>€ OPSS}.

EX 10 Z24%HHE4 (SO, security orches-
tration instruction) o Z&%HHE S HE TRV LE R T
PAT B4R BT HERATIR S MES, WTH
SOI={soi,, soiy,--, soi,} %7, 54 soi 1] HH
H<a_ses, a_op, para>K /N, KRR T HAT £ a_ses
LA para AT R T H4E a_op

EX 11 Zagiffa4 LM (SOIG, SOl
generation) . YIRS NIE HE 2 5 AL
BRI 22 m 4 AW A 22 gtFR 2
P, A

soig: [[SC—[]SOI

EX 12 AT 34T (OEA, orchestration
execution analyses) o &% B 5 AN E R G
P AL E AR ARG SR, itk
F5 2 AT 85 RIEAT 0 M, AT AL BRI 45 S 22
PG A R . UL E SR (TRR, threat
response result) IR AT FARSE B IERAT IR
Jipab B 5 A UL R AT S50, 1T ) trr=<ses, soi,
true or false, parameters>#& 7~ ; &FLEE T4 L H
TR A P A B B A R BN R A A
febr L RIFEARME, W H I & sear=<spo, <secMetrici,
secValue>, ---, <secMetric,, secValue,>> 3 75,
secValue; £/n 224 F5h8 secMetric; Xf N [ F8 AR {H ;
Rl 23 M 45 S H TR ) 2 2 P96 4 spo AT
2484 soi Ja [ M AL B PAT AR, T H &
car=<spo, soi, tre>E 7, tre L7 ML B AT R 5

A BRI S5 R TR 2 BT 4 spo $AT %
R4 soi o B AL E RN SR, v )
rjr=<spo, soi, trrc>& 7N, trrc RN BUIME BRI
giie, wih. B, #. %

MOE X 12 sl LLE Y, A B 45 R0 T
B T as A, RlG 70 B 45 RO T &AL A T
giR.

EX 13 HEs 44T (OIE, orchestration
instruction execution) . %44 e 2 PAT & FH
TEM L2 % B, 22 PAT RN R 24
ERHSAERE R ICRIEN WA E, PAT X
84, IFAE R A A A B S R, v H R
AETBw]

oie: SESxXSOI— SECDATAXTRR
Hh, SECDATA Fonfhfi Zaidfathity, TRR K
AN Y ONERATE S e

EX 14 &5 Hr (SA, situation analysis) -
YIS HT IO B B B R AR B A U
BB E RS, T o AT AL S ) e A
REL, B RS HE R B IRER R 5
AR L ABLEE AR AT S5 5
Rl A4

GG B R TR I % B AE 3 D3k 1 2 4
REAK ey, v 2P 5. MR X
). ZARRBIEE . SR ITRBERE, Ko
N [R] DR8] N 22 4 B 3700 AR 2 SRR TS BN
AP RSB OFTE RS Wi
02 IR =T (€18 - B 1570 N =11 %) 1 o R X 5 6
HpES HES . RS E. R FE.
e W51V A M e S N A (S G o s P s o G B
I, R il R 22 A bR s B P A B A
LA IS AR H A 0 AL B 23 A A AR,
B R ) AN AN A A ARG W A %
AAATINT, AT il A A g T . A FE A5 IR
IR 2 2 25 A RO 5 100 AR B A A R R ) R
BRLRG W 45 R Tk 22 A R  RAE 5 42
RABIRIR B Y RTRAME, R eNBE R
T

EX 15 XNHEHAE (DI, double judgment)
LA RS AT R R H 2 2B TR
(1) 22 A ARG o B 45 R A2 2 1 5 A B fR 45
OGBS g R G, FEX 2 AVl
SLER TGRS % AR OGS [R]— S A 0 4 B 1 — 5
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P, AR LSRR E N — S BE AR —
k.

AR S5 Gn HE A 2 0 A A A AR
AT IC I 2 AR A B 4 R AR B
A B A AR OGN 2 A B A 2 5
s B 2 A SIS 0 45 R 22 48 P
B M 4l RO B A B CR PAT XU A E , KTt
JEAL B A5 R TR, ABR AR R — K g e
gkt

5 ETESHHNEHEREESH

A R S5 g A B T A B B e A RS
TR ARG TSR ELRZ — 5,
M AN 3 ) A5 R SR AR (A5 3 3T 18 Ak
BRI AR5, EEEEIHAME RS, dE—2K
P A 30 A5 IS 3R A5 008 A & S g Ak
BRI T TRCE A E AR, ASCRA
15 2 I 5 B ) s RN TR ) S i Ok T U Ak
BRCR AT P, FEEETAE & 2 B DU A
(R AT A

EX 16 2RSS ou b B & (belief) .
15 @ 2 A 55w HE ook HE ok B 2 e S FH
BTG 2 AR RS I 45 R el 4 P b
TRAE I 2 2 B G i as A, R P B )
BRI AT FIT, FOGT 22 4 UMM RE AR B 1) 25 A4
BRI p, oo

LA RS AR ITOC T B b B CR A E
THSRIRBIINER 1 7R 11 py(tre = a,=1) =
0.60, p,(trre =K |a,=1) =0.3, p,(trre="11] a,=1) =
0.05, b, A& a, RIRAELS € I Ta) B A LI 3 i)
Yotk H, a,=1 R USRS i i) —
MIEFE. py(trre =1 a, <1)=0.60 TR 24 R55
HEFL ORI B B BT 1, D 2 18P
Ab BRI HER Ky 0.60. ESCEH, XL 4F
NEZR E IR B v 8T

F1  HBLEIREEFEFESHTE

Py a,=1 2<q,<3 4<a,<6 T<a,
it 0.60 0.40 0.10 0.05
0.30 0.50 0.30 0.05
0.05 0.05 0.50 0.10
0.05 0.05 0.10 0.80

R A P A R AORE  B Ak L 1)
AR Cn sl Beh8oe) , 2R
A ER S O T TlE, T p, R it
BRI SE B MR AT B AE BERCROR IR 2
VIRT

=2 B Ak B3R

P a,=1 2<a, <3 4<a,<6 7<a,

o 0.50 0.47 0.05 0.05

=3 0.40 0.43 0.25 0.05

ey 0.10 0.05 0.40 0.20
0.00 0.05 0.30 0.70

EX 17 F&E/N (BME, belief mini-

entropy ) o 4 € p(trre) A A% & g Ab F AR
TRRC [k 2 70 A, 22 A 45 9 HF 5 o0 ok T
TRRC IZ AN BCA 24 IR EAE bR AR 5
S py s ZRMRSHFERICKRT p, KE &S
N E R

H,(TRRC: B, p,) =

_1og£2{ﬁpg (6) > p,(trrc| b)D

beB trrcel,

b, I, =argmax p(trrclb) FRon % 4 IR 55 Gk

trrce TRRC
JCLELR B BANMAGN b ISR, KA 3 EE
Py WE R R B AL B RCR -

HAEEK 1 FRIUEGFERE a=1. 2<a,<3.
4<a,<6. T<a, REMMBEAMIE, B4 0.25, N
&R e X2 2 il 4, £ 1 h e EAEmES
5 4 —log(0.5%1/4+0.43%1/4+0.40x 1/4+0.7x1/4) =
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